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ISSUES PRESENTED FOR REVIEW 

I. Whether a defendant has standing to contest a search of a rental vehicle when the 

vehicle was obtained without the permission of the account holder. 

II. Whether officers violate a reasonable expectation of privacy and, therefore, conduct a 

search within the meaning of the Fourth Amendment when requesting a third party’s 

records of a user’s locations as collected while renting a vehicle. 
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STATEMENT OF FACTS 

A.  Officer Kreuzberger’s Search of the YOUBER Vehicle.  

On January 3, 2018, Officer Kreuzberger stopped Petitioner, Jayne Austen, for failing to 

stop at a stop sign. R. at 2. She was driving a 2017 Black Toyota Prius bearing the license plate 

number “R0LL3M” which she had obtained through the YOUBER rental car application (“app”) 

on her cellphone. R. at 2. Petitioner provided her driver’s license and showed Officer 

Kreuzberger the YOUBER application on her cellphone. R. at 2. Officer Kreuzberger saw that 

Petitioner’s name was not on the rental agreement contained in the YOUBER application and 

determined that no consent from Petitioner was needed to conduct a search of YOUBER’s rental 
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vehicle. R. at 3. Officer Kreuzberger located a “BB gun” similar in appearance to a .45 caliber 

handgun, a maroon ski mask, and a duffel bag containing $50,000 cash in the rental car. R. at 3. 

Also found in the vehicle were some clothes, three pairs of shoes, an inhaler, and some other 

personal effects, including food and bedding. R. at 3. As Officer Kreuzberger was conducting the 

investigation, he received a dispatch to look for a vehicle matching that in which the Petitioner 

was stopped, including a partial license plate of “R0L.” R. at 3. The dispatch also reported that the 

suspect was wearing a maroon ski mask and had a .45 caliber handgun. R. at 3.  

Petitioner obtained the vehicle through the YOUBER account of her ex-girlfriend, Martha 

Lloyd. R. at 18. Ms. Lloyd had previously granted Petitioner access to her YOUBER account while 

the two were in a relationship. R. at 18-19. Petitioner used Ms. Lloyd’s account on the app to avoid 

being on the “grid.” R. at 18; R. at 19. Petitioner expresses this intention to live “off the grid” in 

the poetry included in her online blog, “LET IT ALL FALL DOWN!”. R. at 1; R. at 26. There, 

she further describes her radical ideas with statements such as “I have no home, I claim no home… 

I claim no property.” R. at 26. 

Ms. Lloyd stated that she had attempted to distance herself from the due to Petitioner’s 

radical ideas. R. at 19. Ms. Lloyd and Petitioner had “dated and lived together for a few years, but 

[they] had a falling out around September 2018.” R. at 18. After this falling out, Ms. Lloyd never 

gave explicit permission for Petitioner to continue the use of her YOUBER account. R. at 19; R. 

at 28. Ms. Lloyd herself discontinued the use of her YOUBER account after switching to a new 

service for rental cars, BIFT. R. at 20. Ms. Lloyd removed her credit card from the service; 

however, Petitioner’s authorized credit card, which is connected to Ms. Lloyd’s credit account, 

remained attached to the YOUBER account. R. at 20. Although Ms. Lloyd did not explicitly tell 

Petitioner to refrain from using the YOUBER account after the break-up, Ms. Lloyd expressed her 
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intent to distance herself from Petitioner in a letter. R. at 19. This break-up is also reflected on 

Petitioner’s January 1, 2019 post where she wrote “Goodbye my sweet Martha…You are my aid, 

my tool, my window into [their] world.” R. at 27.  

B.  Detective Hamm’s Acquisition of YOUBER Records.  

 After receiving Petitioner’s case, Detective Hamm discovered five open robbery 

investigations with modus operandi matching that of Petitioner’s current case. R. at 3. These bank 

robberies occurred between October 15, 2018 and December 15, 2018, with four of the crimes 

happening in California and one in Nevada. R. at 3. Noting that the January 3, 2019 robbery 

involved a YOUBER vehicle, Detective Hamm subpoenaed records from the company to further 

investigate the matching robberies. R. at 3. In this subpoena, Detective Hamm specifically 

requested GPS and Bluetooth information from the account Petitioner allegedly used between 

October 3, 2018 through January 3, 2019. R. at 3.  

 YOUBER maintains records of their vehicles’ GPS coordinates to ensure the correct user 

is using the vehicle and to locate all vehicles. R. at 22; R. at 23. The GPS and Bluetooth only 

activate once the renting YOUBER user is inside the YOUBER vehicle. R. at 22; R. at 23. The 

GPS information is transferred through YOUBER’s mainframe and is filtered by satellite mapping 

technology of the search engine Smoogle. R. at 4. This allows YOUBER to keep records with the 

GPS location and timestamp of all rented vehicles. R. at 22. Once the rental has concluded, users 

return the vehicle to a YOUBER parking stall. R. at 23. Users may rent a vehicle for up to one 

week or 500 miles and all rental agreements are signed through the smartphone app. R. at 2; R. at 

23. YOUBER’s services are limited to its app users, of which there are 40 million across the United 

States. R. at 2; R. at 22. 
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 The records provided by YOUBER connected Ms. Lloyd’s account with the locations and 

times of all five robberies. R. at 4. In addition, surveillance footage from the banks revealed that a 

2017 black Toyota Prius was involved in four of the robberies and a yellow 2016 Volkswagen 

Beetle in one. R. at 4. With this information, Detective Hamm charged Petitioner with six counts 

of bank robbery. R. at 4.  

Petitioner filed two motions to suppress evidence, one for the evidence obtained when 

Officer Kreuzberger searched the YOUBER vehicle and the other regarding Detective Hamm’s 

acquisition of YOUBER’s records. R. at 4. Both motions were denied. R. at 4. The district court’s 

decision to deny the motions to suppress was further affirmed by the Circuit Court of Appeals for 

the Thirteenth Circuit on April 1, 2019. R. at 16. 

SUMMARY OF ARGUMENT 

The Fourth Amendment protects individuals from unreasonable searches; however, 

individuals may only assert such a violation when they have standing and the government action 

is, in fact, a search. Petitioner cannot claim a Fourth Amendment violation, first, because she does 

not have standing to contest the search of the YOUBER vehicle. She lacks standing under both the 

property and reasonable expectation of privacy approaches of Fourth Amendment analyses. She 

lacks standing under the property approach because she did not have a legitimate possessory 

interest in the vehicle by renting it without the permission of the YOUBER account holder. She 

also lacks a reasonable expectation of privacy because she obtained the rental vehicle to use in the 

commission of a crime without authorization from Ms. Lloyd. 

Petitioner also cannot claim a Fourth Amendment violation because Detective Hamm did 

not conduct a search when he requested records from YOUBER. Petitioner did not have a 

reasonable expectation of privacy in these records first, because these records only reveal 
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Petitioner’s public movements and, second, the information in the records was voluntarily 

conveyed to a third party. Although this Court’s Fourth Amendment jurisprudence has evolved in 

recent years, the technology and location information involved in this matter does not evoke a 

reasonable expectation of privacy. Therefore, there was no search under the Fourth Amendment 

and Petitioner’s claim fails. 

STANDARD OF REVIEW 

 Questions of reasonableness in Fourth Amendment issues are questions of law and, 

therefore, reviewed de novo. United States v. Arango, 912 F.2d 441, 444 (10th Cir. 1990).  

ARGUMENT 

 The Fourth Amendment of the United States Constitution protects “[t]he right of the people 

to be secure in their persons, houses, papers, and effects against unreasonable searches and 

seizures.” U.S. Const. amend. IV. This Court has held that the Fourth Amendment protects people, 

rather than places and “wherever an individual may harbor a reasonable ‘expectation of privacy,’ 

he is entitled to be free from unreasonable governmental intrusion.” Terry v. Ohio, 392 U.S. 1, 9 

(1968) (citing Katz v. United States, 389 U.S. 347, 361 (1967)). In any Fourth Amendment 

analysis, the touchstone is reasonableness. Pennsylvania v. Mimms, 434 U.S. 105, 109 (1977). 

Automobiles are subject to Fourth Amendment protections as “effects” but are subject to a 

diminished expectation of privacy as they travel “public thoroughfares where both its occupants 

and contents are in plain view.” Cardwell v. Lewis, 417 U.S. 583, 590 (1974). However, before 

determining whether an individual’s Fourth Amendment protections have been violated by an 

unreasonable search or seizure, this Court must determine whether that individual has proper 

standing to contest the government action and that the contested conduct is, in fact, a search under 

the Fourth Amendment. In the present case, Petitioner can claim neither. She does not have 
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standing to protest the search of the YOUBER vehicle nor can she claim that the acquisition of 

YOUBER’s records was a search in violation of the Fourth Amendment. 

I. PETITIONER HAS NO STANDING UNDER THE FOURTH AMENDMENT TO 
CONTEST A SEARCH OF A RENTED VEHICLE IN WHICH SHE HAD NO 
POSSESSORY INTEREST AND IN WHICH SHE HAD NO REASONABLE 
EXPECATION OF PRIVACY. 

Petitioner can claim no Fourth Amendment violation where Officer Kreuzberger searched 

the YOUBER vehicle she was driving because Petitioner does not have standing. To determine 

whether a party has standing under the Fourth Amendment, the issue is dependent on the claim’s 

merits and is “properly subsumed under substantive Fourth Amendment doctrine.” Byrd v. United 

States, 138 S. Ct. 1518, 1530 (2018) (citing Rakas v. Illinois, 438 U.S. 128, 139 (1978)). In Fourth 

Amendment matters, an individual must first establish a “cognizable interest” to seek relief from 

a search. Id. Standing under the Fourth Amendment “should not be confused with Article III 

standing, which is jurisdictional and must be assessed before reaching the merits.” Id. To determine 

whether an individual has Fourth Amendment standing, property rights may be used but are not 

determinative of such rights. United States v. Salvucci, 448 U.S. 83, 92 (1980). Rather, both an 

individual’s possessory interests and reasonable expectation of privacy are assessed to determine 

whether that individual has standing to contest a search. In this matter, Petitioner does not have 

standing, first, due to her lack of a valid possessory interest in a rental car leased through another’s 

account and, second, because she lacks a reasonable expectation of privacy in a vehicle she 

wrongfully possesses.  

A. Petitioner Lacks Standing Because She Had No Legitimate Possessory Interest in 
the YOUBER Rental Vehicle. 

Petitioner cannot claim standing to contest the search of a vehicle in which she has no 

legitimate possessory interest. First, it should be noted that Petitioner does not own the vehicle 

searched by Officer Kreuzberger; rather, the vehicle is owned by YOUBER. See R. at 2. Fourth 
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Amendment rights are personal and cannot be asserted vicariously by a third party. Rakas, 439 

U.S. at 133. The fact that an individual does not own a vehicle does not defeat a claim of standing, 

however, if the individual has a possessory interest in the vehicle. See U.S. v. Walton, 763 F.3d 

655, 666-67 (7th Cir. 2014) (stating that an individual still had a possessory interest in the rental 

vehicle he was driving due to being the sole authorized driver, despite illegal activity).  

In this matter, Petitioner cannot claim standing because she did not have a legitimate 

possessory interest in the YOUBER vehicle. For example, in Rakas, this Court found that the 

defendants did not have Fourth Amendment standing to contest the search of a a vehicle in which 

they had no possessory interest. 439 U.S. at 148. In that case, a police officer stopped the 

defendants in a vehicle that matched the description of a car recently used in a robbery. Id. at 130. 

The defendants, neither of whom were driving, were ordered out of the vehicle and the officers 

searched the vehicle. Id. The defendants moved to suppress incriminating evidence found in the 

car. Id. The defendants claimed no property interest the vehicle or the other evidence seized. Id. at 

131. This Court reasoned that the defendants failed to establish any prejudice to their own rights 

because they were not actually aggrieved by the search of a vehicle not belonging to them. Id. at 

132. Rather, the prejudice they sought to establish was because evidence was obtained from the 

violation of another party’s Fourth Amendment protection and used against them in trial. Id. This 

Court found that conferring standing to parties raising vicarious Fourth Amendment claims would 

“necessarily mean a more widespread invocation of the exclusionary rule during criminal trials.” 

Id. at 137.  

Petitioner does not have standing because she seeks standing from a position similar to the 

defendants in Rakas who neither owned nor leased the car. Id. at 130. Petitioner may have had 

physical control of the vehicle at the time of the search, but her interest in the vehicle is not 
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legitimate because she did not validly contract with the true owner of the vehicle, YOUBER. See 

R. at 18. The record reveals nothing that would indicate that Petitioner had a legitimate possessory 

interest in the vehicle. She provided Officer Kreuzberger with her license, establishing her ability 

to drive, and her telephone with the YOUBER application under Ms. Lloyd’s name. See R. at 2. 

However, nothing else tied her to the vehicle itself. Furthermore, the record reveals Petitioner’s 

explicit denunciation of possessory interest in anything, let alone an interest in a vehicle she 

obtained in another’s name for the commission of a crime. See R. at 26-27. Though Petitioner 

might argue that she had possessory interest due to her use of a credit card with her name on it, 

this card is connected to Ms. Lloyd’s account and the record fails to establish that Petitioner makes 

payments on that credit account. See R. at 19. Because Petitioner has no colorable property interest 

nor any possessory interest in the YOUBER vehicle, she does not have standing as a third party to 

the search of YOUBER’s vehicle.  

B. Petitioner Does Not Have Standing to Contest the Vehicle Search Because She 
Had No Reasonable Expectation of Privacy in the Vehicle. 

Even if this Court finds that Petitioner had a possessory interest in the YOUBER vehicle, 

she does not have standing because she does not have a reasonable expectation of privacy in a 

vehicle she wrongfully possessed. This Court has expanded the protections of the Fourth 

Amendment beyond “houses, papers, and effects” to include people; thereby departing from the 

trespass approach in Olmstead. Katz, 389 U.S. at 353 (citing Olmstead v. United States, 227 U.S. 

438, 457, 464, 466 (1928)). Similarly, an individual does not have automatic standing to contest a 

search solely because he was “legitimately on the premises,” during a search. United States v. 

Salvucci, 448 U.S. 83, 92 (1980). Property rights are neither the beginning nor the end of a Fourth 

Amendment inquiry. Id. at 92. Rather, the individual must establish a reasonable expectation of 

privacy in the area searched. Id. The burden of establishing a reasonable expectation privacy lies 
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with the individual asserting the right. Rawlings v. Kentucky, 448 U.S. 98, 104 (1980). In this case, 

Petitioner does not have a reasonable expectation of privacy in the rental vehicle because she 

wrongfully possessed the YOUBER vehicle. 

1. Petitioner did not have a reasonable expectation of privacy in the rental 
vehicle because she did not establish lawful possession of the vehicle.  

Petitioner lacks standing to contest a Fourth Amendment search because she did not have 

a reasonable expectation of privacy in a rental vehicle in which her possession was wrongful. This 

Court held that determining whether a person has standing “requires an examination of whether 

the person claiming the constitutional violation had ‘a legitimate expectation of privacy in the 

premises’ searched.” Byrd v. United States, 138 S. Ct. 1518, 1526 (quoting Rakas v. Illinois, 439 

U.S. 128 at 143). Where rental cars are concerned, an individual may still have standing to contest 

the search of a vehicle if it can be established that he has a reasonable expectation of privacy in 

the vehicle. See id. 

In Byrd, this Court created a narrow rule that a person who is “in otherwise lawful 

possession and control of a rental car has a reasonable expectation of privacy in it even if the rental 

agreement does not list him or her as an authorized driver.” Id. at 1524. In that case, the defendant 

drove with a companion to rent a vehicle but did not enter the business with her. Id. Rather, the 

defendant’s companion rented the vehicle, handed the defendant the keys, and allowed the 

defendant to drive the vehicle home. Id. During a traffic stop, an officer noticed the defendant was 

not listed as an authorized driver and searched the vehicle. Id. at 1524-25. This Court reasoned 

that the defendant’s non-compliance with his companion’s rental agreement did not negate his 

expectation of privacy and, therefore, he had Fourth Amendment standing. Id. at 1531. In arriving 

at its conclusion, this Court stated that simply being in violation of the automobile rental contract 

is not sufficient to void one’s reasonable expectation of privacy. Id. at 1529. On the other hand, 
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this Court also stated that it was “clear that legitimate presence on the premises of the place 

searched, standing alone, is not enough to accord a reasonable expectation of privacy,” as it 

“creates too broad a gauge of measurement of Fourth Amendment rights.” Id. at 1527. 

Though this Court has stated that being in violation of a rental agreement does not defeat 

one’s standing to claim a Fourth Amendment violation, it has left open the question as to how to 

evaluate other factors characterizing the possession and privacy interests a person may have in 

such a vehicle. Particularly, it left open the quest as to whether “one who intentionally uses a third 

party to procure a rental car by a fraudulent scheme for the purpose of committing a crime is no 

better situated than a car thief.” Byrd, 138 S. Ct. at 1531. This issue has been addressed by the 

circuit courts in a variety of ways. However, regardless of the approach this Court chooses to 

apply, Petitioner fails to establish a reasonable expectation of privacy in the YOUBER vehicle. 

2. Petitioner lacks standing under the permission approach used by the Fifth, 
Eighth, Ninth, and Tenth Circuits. 

 
The Ninth Circuit holds that while violations or expirations of a lease agreement do not 

eliminate the driver’s expectation of privacy, the driver must have obtained permission to use the 

rental car from the authorized driver. United States v. Thomas, 447 F.3d 1191, 1198-99. A similar 

requirement of showing permission to use an automobile is used by the Fifth, Eighth, and Tenth 

Circuits. See United States v. Kye Soo Lee, 898 F.2d 1034, 1038 (5th Cir. 1990) (finding the driver 

of a rented truck had standing after the renter handed them the keys); see also United States v. 

Best, 135 F.3d 1223, 1225 (8th Cir. 1998) (remanding case to lower court for a factual 

determination as to whether the defendant had permission to use the vehicle from the original 

renter); see also Arango, 912 F.2d at 445-46 (finding that defendant lacked a reasonable 

expectation of privacy in a non-rental vehicle in which he could not provide evidence showing he 

obtained permission from registered owners).  
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Ms. Lloyd never gave explicit permission for Petitioner to utilize her YOUBER account. 

R. at 20. Furthermore, Ms. Lloyd had canceled her credit card on YOUBER and no longer intended 

to use it as she had begun using a different service for her ridesharing, BIFT. R. at 20. Ms. Lloyd 

also indicated that since their separation in September 2018, Petitioner had contacted her on 

multiple occasions, to which Ms. Lloyd had only replied once, making it clear there was a 

termination of their relationship. R. at 19. Specifically, Ms. Lloyd stated that she would need time 

to heal if they were to get back together. R. at 19. Ms. Lloyd indicated that their relationship had 

been strained by Petitioner’s hate of “The Man.” See R. at 19. It is clear that Ms. Lloyd never gave 

Petitioner explicit permission to use her YOUBER account after the termination of their 

relationship, therefore she lacks standing. 

Not only did Ms. Lloyd not provide explicit permission, but the circumstances do not 

indicate that Ms. Lloyd gave Petitioner implicit permission to use her YOUBER account, either. 

The fact that Ms. Lloyd had not yet removed or blocked Petitioner from being able to use the 

YOUBER account did not grant implicit permission for Petitioner to use YOUBER to aid in the 

commission of her robberies. See R. at 19-20. The most logical inference to be drawn from the 

facts of this case is that, had Petitioner asked to use her then-ex-partner’s account during her fight 

against “The Man,” Ms. Lloyd’s response would have been an emphatic no, given Ms. Lloyd’s 

desire to distance herself from Petitioner’s radical ideologies. See R. at 18. Therefore, Petitioner 

can in no way claim that she had permission to use Ms. Lloyd’s YOUBER account. As such, she 

was in wrongful possession of the vehicle and had no reasonable expectation of privacy in the 

YOUBER vehicle. 
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3. Petitioner’s standing claim also fails under the Sixth Circuit’s fact-based 
approach. 

The Sixth Circuit uses a fact-based approach which considers whether a driver has a 

reasonable expectation of privacy in “light of all the surrounding circumstances.” United States v. 

Smith, 263 F.3d 571, 586 (6th Cir. 2001). For example, in Smith the Sixth Circuit stated, in 

reference to Rakas, that “no single factor invariably will be determinative” in assessing the 

reasonableness of privacy expectations. Smith, 263 F.3d at 586 (quoting Rakas, 439 U.S. at 152). 

That court found it dispositive that the defendant had a prior business relationship with the rental 

company and that his wife had picked up the vehicle to provide to him. Id. at 582. The defendant 

had explicit permission from his wife to possess and use the rental car. See id. The combination of 

these facts led that court to find that the defendant had both a subjective and objective expectation 

of privacy in his vehicle and therefore, he had standing to contest the search. Id. at 587. 

Under this approach, Petitioner does not have standing. Petitioner might argue that, under 

the totality of the circumstances, she had established an expectation of privacy in the YOUBER 

vehicle by the nature of her belongings contained therein. However, the record reflects that she 

had just rented the car the day of the robbery and does not establish that the car was being used for 

anything other than transportation during and around the time of the bank robbery. See R. at 3. The 

most important fact under these circumstances is Petitioner’s use of Ms. Lloyd as a proxy for her 

offense by using Ms. Lloyd’s YOUBER account to obtain a vehicle for the commission of a bank 

robbery. See R. at 2; R. at 27. The Sixth Circuit, as well as the above-mentioned circuits, all have 

acknowledged that a person must be in lawful possession by obtaining permission from a person 

authorized to grant it to establish a reasonable expectation of privacy in a vehicle.  See Smith, 263 

F.3d at 586; see also Thomas, 447 F.3d at, 1198-99; see also Kye Soo Lee, 898 F.2d at 1038; see 

also Best, 135 F.3d at 1225; see also Arango, 912 F.2d at 445-46. In the current matter, Petitioner’s 
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actions by no means meet the sort of criteria for permission and reasonable expectations of privacy 

that these circuits require. Given these circumstances, it is clear that Petitioner did not have any 

sort of permission to use the vehicle and consequently had no reasonable expectation of privacy. 

Conferring standing upon Petitioner would establish that there is a reasonable expectation of 

privacy in a vehicle obtained without permission of an owner and through subterfuge for the 

purpose of committing criminal acts. Therefore, this Court should not find that Petitioner has 

standing. 

4. Petitioner made no showing of an expectation of privacy in the vehicle at the 
time of the search. 

Petitioner also fails the requirement some circuits employ of demonstrating an expectation 

of privacy at the time of the search. See United States v. Thomas, 447 F.3d 1191, 1199 (9th Cir. 

2006) (finding that when a co-conspirator was the sole occupant in a rental vehicle, he must have 

shown that he was given permission to use the vehicle rented by his co-conspirator). Even when a 

driver of a vehicle is given possession of the vehicle by a third party, the driver must still 

demonstrate a reasonable expectation of privacy in that vehicle. United States v. Martinez, 983 

F.2d 968 (10th Cir. 1992). The driver should at least state that he gained possession of the vehicle 

from someone with the authority to grant it to establish an expectation of privacy in the vehicle. 

Id. at 973. For example, in Martinez, defendants were stopped for a traffic infraction in a vehicle 

that had expired Minnesota license plates. Id. The driver gave a valid New Jersey driver’s license 

to the officer. Id. at 970-71. The driver provided documentation for the vehicle and the officer 

confirmed it was not stolen. Id. However, the driver could not identify the actual owner of the 

vehicle. Id. at 971. That court decided that the defendant had no reasonable expectation of privacy 

due to the defendant’s uncertainty as to the registered owner of the vehicle. Id. at 973. In addition, 
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the possession of the vehicle and the keys, absent proof of permission to possess the vehicle, that 

court held, was insufficient to confer standing. Id.  

In the present matter, Petitioner cannot claim a reasonable expectation of privacy in the 

vehicle because she did not demonstrate lawful possession to Officer Kreuzberger. Similar to the 

defendant in Martinez, Petitioner merely handed over her valid license and a cellphone with a 

YOUBER application account in someone else’s name. See Martinez, 983 F.2d at 971; see R. at 

2. Even if Petitioner did attempt to inform Officer Kreuzberger that she obtained possession of the 

vehicle with permission from Ms. Lloyd, Ms. Lloyd’s testimony indicates that any follow-up by 

officer Kreuzberger would have revealed no such permission, as they were no longer in a 

relationship. See R. at 18. Any claim made regarding authorization from Ms. Lloyd is made further 

suspect by Petitioner’s poetic but clear statement that she was using Ms. Lloyd as a tool to engage 

in criminal activity and to avoid detection. See R. at 27. Therefore, Petitioner’s failure to 

demonstrate to Officer Kreuzeberger that she had permission to possess the vehicle at the time of 

the stop, in addition to the unlikeliness that she could have later demonstrated permission, negate 

Petitioner’s claim of a reasonable expectation of privacy in the vehicle. 

Regardless of the approach this Court chooses to apply in this case, Petitioner cannot 

establish standing to contest the search of the YOUBER vehicle. Although Byrd makes clear that 

failure to list an individual as an authorized renter of a vehicle does not defeat a standing claim, 

the circuit courts make clear that additional factors must be shown to establish a reasonable 

expectation of privacy. However, looking at the circumstances of this case, Petitioner was in 

wrongful possession of the vehicle because she did not have permission from Ms. Lloyd to use the 

YOUBER vehicle and she was using it to commit crime. Therefore, Petitioner cannot claim a 
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reasonable expectation of privacy in the vehicle and has no standing to object to the search of the 

YOUBER vehicle. 

II. THE OFFICERS’ ACQUISITION OF GPS DATA COLLECTED BY YOUBER AND 
SMOOGLE IS NOT A SEARCH WITHIN THE MEANING OF THE FOURTH 
AMENDMENT. 

Although the Fourth Amendment prevents government agents from conducting 

unreasonable searches and seizures, not all forms of police investigation are a search within the 

meaning of the Fourth Amendment. See Florida v. Riley, 488 U.S. 445, 450–51 (1989) (finding 

that officers did not conduct a Fourth Amendment search when observing illegal substances from 

a lawful vantage point); see also California v. Greenwood, 486 U.S. 35, 41 (1988) (deciding that 

officers did not conduct a Fourth Amendment search when looking through trash left on a curb). 

Rather, police conduct qualifies as a search and is thereby limited by the Fourth Amendment, when 

a government agent either physically trespasses onto a constitutionally protected area or intrudes 

upon a reasonable expectation of privacy. Carpenter v. United States, 138 S. Ct. 2206, 2213 

(2018).  

As technology advances, the boundaries of societal expectations of privacy are continually 

changing. With each change this Court must reassess the reach of the Fourth Amendment. Most 

recently, this Court analyzed modern technology under the Fourth Amendment when it decided 

Carpenter. 138 S. Ct. 2206. In that case, this Court determined that officers conducted a search 

when they obtained records of an individual’s cell site location information (CSLI) without a 

warrant. Id. at 2220. This issue arose after officers investigating a series of robberies subpoenaed 

four months of CSLI from the defendant’s wireless cellphone carriers. Id. at 2212. CSLI is the data 

recorded when cell phones connect to cell sites to receive service. Id. at 2211. Cellphones 

constantly search for the best service, usually at the nearest cell site, and smart phones will “tap 

into the wireless network several times a minute whenever their signal is on, even if the owner is 
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not using one of the phone’s features.” Id. When this occurs, the CSLI is recorded and 

timestamped. Id. This information is used by cellphone companies to determine holes in coverage 

and is often sold to data brokers. Id. at 2212. After considering the intrusiveness of such 

technology, this Court determined that individuals have a reasonable expectation of privacy in 

historical CSLI. Carpenter, 138 S. Ct. at 2220. Therefore, obtaining such records is a search within 

the meaning of the Fourth Amendment. Id. 

Analyzing the technology involved in this case in light of Fourth Amendment 

jurisprudence, and even Carpenter, officers did not violate Petitioner’s Fourth Amendment rights 

because she has no reasonable expectation of privacy in the location data collected by YOUBER. 

The type of location information recorded and third party involved in this case presents an issue 

of first impression. However, this Court should affirm the decisions of both lower courts by finding 

that officers did not conduct a search because, first, the data only reveal’s Petitioner’s public 

movements and, second, the GPS data was knowingly conveyed to and controlled by third parties.  

A. Petitioner Has No Reasonable Expectation of Privacy in Records of Her Public 
Movements. 

Petitioner’s claim fails because she has no reasonable expectation of privacy in her 

movements when driving a rented vehicle on public roads. In general, citizens have a lesser 

expectation of privacy when driving a vehicle. See Cardwell, 417 U.S. at 590. This is because “[a] 

car has little capacity for escaping public scrutiny. It travels public thoroughfares where its 

occupants and its contents are in plain view.” Id. In addition, an individual does not have a 

reasonable expectation of privacy when driving on public thoroughfares because that individual 

has “voluntarily conveyed [his movements] to anyone who wanted to look.” United States v. 

Knotts, 460 U.S. 276, 281–82 (1983). 

Petitioner has no reasonable expectation of privacy to her location as recorded by 
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YOUBER because the app only tracks its users’ movements while on “public thoroughfares.” See 

Knotts, 460 U.S. at 281–82. This Court has continually recognized a distinction between the sacred 

privacy of the home and the lesser expectation of privacy in vehicles; as is exemplified in this 

Court’s contrasting opinions of Knotts and Karo. See Knotts, 460 U.S. 276; see also United States 

v. Karo, 468 U.S. 705, 715 (1984). In Knotts, officers placed a “beeper” tracking device on a large 

drum that was later transported by the defendant. 460 U.S. at 278. The beeper allowed officers to 

track the defendant to a cabin at which point the officers stopped using the beeper. Id. In that case, 

this Court found there was no search when officers tracked the defendant because a “person 

travelling in an automobile on public thoroughfares has no reasonable expectation of privacy in 

his movements from one place to another.” Id. at 281. Contrast this with Karo, in which officers 

also used a beeper to track a suspect. Karo, 468 U.S. at 708. The facts of this case differed, 

however, because the officers continued to use the beeper once it was inside the defendant’s home. 

Id. at 709-10. Once the beeper entered the private sphere, this Court found, the officers had violated 

the defendant’s reasonable expectation of privacy. Id. at 715. Therefore, the officers had conducted 

a warrantless search of the defendant’s home in violation of the Fourth Amendment. Id. at 718. 

This distinction between technology that enters the home and that which only tracks public 

movements is further developed in Carpenter. See Carpenter, 138 S. Ct. at 2218. There, this Court 

expressed concern regarding the intrusiveness of CSLI. Id. In today’s world, a cellphone is 

essentially a physical extension of its owner. Id. As such, a “cellphone faithfully follows its owner 

beyond public thoroughfares and into private residences, doctor’s offices, political headquarters, 

and other potentially revealing locales.” Id. This Court took note to distinguish this technology 

from GPS information, noting that CSLI “present[s] even greater privacy concerns than the GPS 

monitoring of a vehicle.” Id. While GPS location information tracks cars, CSLI tracks people. This 
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is especially concerning due to the frequency with which CSLI is recorded; leading to a record of 

a user’s every movement; both public and private alike. See Carpenter, 138 S. Ct. at 2218. 

The present case concerns issues mirroring those of Knotts and, therefore, is not a search. 

As in Knotts, the information YOUBER provided to officers only revealed Petitioner’s public 

movements. See Knotts, 460 U.S. at 281–82; see R. at 22. YOUBER does not log its vehicles’ 

locations until an individual is in the car where the GPS and Bluetooth connect. R. at 22. Because 

the individual’s location is only recorded while in the rented vehicle, his record of movements 

never extends to the home. See R. at 22. Although a cellphone is involved in locating the vehicle, 

the recording of information is limited by the use of the vehicle, not the phone. This is dissimilar 

to CSLI records, where the phone companies cannot limit what information is captured and 

recorded to only the user’s public movements. While CSLI tracking enters the home, YOUBER’s 

GPS information never leaves public thoroughfares. The cellphone in the YOUBER context, 

therefore, acts more like the beeper in Knotts by alerting those tracking the vehicle only of the 

vehicle’s location, not the driver’s continual movements. See Knotts, 460 U.S. at 281–82; see also 

Carpenter, 138 S. Ct. at 2218. As such, the movements recorded by YOUBER are only those that 

the user “knowingly exposes to the public” and cannot be accepted by society as reasonably 

private. See Katz, 389 U.S. at 351. The acquisition of records outlining these public movements, 

therefore, is not a search in violation of the Fourth Amendment. 

B. Petitioner Cannot Claim a Reasonable Expectation of Privacy in Information 
Shared with Third Parties. 

Detective Hamm did not conduct a search under the Fourth Amendment when he obtained 

records of Petitioner’s location data from YOUBER because this information was not private; 

rather, Petitioner knowingly shared her location information with the third party YOUBER through 

Smoogle. See R. at 3. Under what has come to be known as the third-party doctrine, “[t]his Court 
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consistently has held that a person has no legitimate expectation of privacy in information he 

voluntarily turns over to third parties.” Smith v. Maryland, 442 U.S. 735, 743–44 (1979). When a 

customer shares information with a business to be used in the ordinary course of business, that 

individual assumes the risk that this information will be shared with the government. See Smith, 

442 U.S. at 743-44 (deciding that telephone users have no reasonable expectation of privacy to 

dialed phone numbers as collected by telephone companies); see also Miller, 425 U.S. 435, 442 

(1976) (finding no reasonable expectation of privacy to information “voluntarily conveyed to the 

banks and exposed to their employees in the ordinary course of business”). This standard holds 

true “even if the information is revealed on the assumption that it will be used only for a limited 

purpose and the confidence placed in the third party will not be betrayed.” Miller, 425 U.S. at 443.  

With the advancement of technology, the applicability of the third-party doctrine has been 

called into question. See Carpenter, 138 S. Ct. at 2220. For example, this Court recently decided 

not to extend the third-party doctrine to historical CSLI in Carpenter. Id. This Court held that, due 

to the intrusive nature of CSLI and the lack of voluntariness required to convey the information, 

the third-party doctrine, standing alone, was insufficient to negate the user’s reasonable 

expectation of privacy. Id. at 2217-20. In so deciding, however, this Court took care to note that 

the decision was limited only to historical CSLI and did not “disturb the application 

of Smith and Miller” to other cases involving the third-party doctrine. Carpenter, 138 S. Ct. at 

2220.  

This Court should find that the third-party doctrine applies to the GPS data collected by 

YOUBER. Unlike cellphone users unknowingly sharing CSLI with telephone companies, 

YOUBER users have sufficient notice that they are sharing location information with YOUBER. 

As such, those users assume the risk that the information will be shared with the government and 
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cannot claim a reasonable expectation of privacy in this information. While the third-party doctrine 

was inapplicable to CSLI, it is reasonable to apply the doctrine to data given to YOUBER.  

1. YOUBER users have constructive notice that their GPS information is 
being used by YOUBER through their active interactions with YOUBER. 

YOUBER users can be expected to understand that their location information is being 

shared with YOUBER, first, from their active interaction with YOUBER. In Carpenter, the 

voluntary conveyance rationale underlying the third-party doctrine was not easily applicable to 

CSLI because that type of information is passively collected. See Carpenter, 138 S. Ct. at 2218. 

CSLI is gathered anytime an individual’s cellphone is on. Id. That location information can be 

tracked when the cellphone user is not actively engaging with any other parties or when receiving 

unsolicited communications from a third party. Id. Additionally, the user might not be using the 

phone for communication at all; rather, he might be checking the news or the weather, and yet his 

location would be recorded. Id. In contrast to this passive collection of data, YOUBER collects 

data only through active participation from its users. R. at 22. GPS data is not collected by the 

YOUBER app until an individual takes the affirmative actions of opening the app, selecting the 

length of the rental period, paying for the vehicle, and getting in the rental car. See R. at 22; see 

also R. at 23. Only after these actions occur are the vehicle and user tracked via GPS and Bluetooth. 

R. at 22; R. at 23. Therefore, while cellphone users in Carpenter cannot be said to have voluntarily 

conveyed their location information to a third party, YOUBER users can.  

Additionally, YOUBER users interact directly with the YOUBER company through the 

app. This is similar to the interaction between bank teller and customer presented in Miller. See 

generally Miller, 425 U.S. 435. Just as the respondent in that case knowingly provided information 

to employees at the bank, the YOUBER user communicates directly with the application to be 

rendered services. See id. at 442. In this way, the app functions as the virtual rental car office in 
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which the customer provides information necessary to effectuate business. See R. at 2. Such a 

relationship is far less private than the severed spheres of cellphone user and telephone company 

analyzed in Carpenter. See generally Carpenter, 138 S. Ct. 2206. As such, the YOUBER user, 

unlike the cellphone user, voluntarily exposes their information to the third party that subsequently 

may share the information with government agents. Accordingly, under the third-party doctrine, 

the individual does not have a reasonable expectation of privacy to the information shared therein, 

and no search is conducted within the meaning of the Fourth Amendment. 

2. YOUBER users understand their location information is collected by 
YOUBER because GPS data is central to the ordinary business operations.  

YOUBER users cannot claim ignorance that their GPS information is being tracked in the 

ordinary course of business and, therefore, cannot claim a reasonable expectation of privacy in that 

information. Unlike the CSLI data recorded by cellphone companies, it is reasonable for YOUBER 

users to understand that their GPS location information is collected and used by YOUBER because 

a user’s location is central to the purpose of the app. A car is rented from YOUBER with the intent 

to travel from one place to the next. The basic business model of YOUBER requires GPS tracking 

because the rental process is conducted entirely online. R. at 23. The use of GPS allows YOUBER 

to provide users ease of access while also ensuring security of their vehicles. See R. at 23. 

Additionally, tracking is required to verify that drivers do not surpass the 500-mile rental limit. 

See R. at 2. 

This is similar to the telephone user in Smith and unlike the cellphone use in Carpenter. 

See generally Smith, 442 U.S. 735; see generally Carpenter 138 S. Ct. 2206. When considering 

the dialing of numbers, this Court stated that “[t]elephone users, in sum, typically know that they 

must convey numerical information to the phone company; that the phone company has facilities 

for recording this information; and that the phone company does in fact record this information for 
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a variety of legitimate business purposes.” Smith, 442 U.S. at 743. Similarly, this Court can expect 

the YOUBER user to make the logical connection between GPS location information and 

YOUBER’s legitimate business purposes. Just as “it is too much to believe that telephone 

subscribers, under these circumstances, harbor any general expectation that the numbers they dial 

will remain secret,” it is unreasonable to suspect a YOUBER user would not realize that the 

locations of his rented vehicle was not kept private from the actual owner of the vehicle, YOUBER. 

Id. On the other hand, this is unlike the cellphone user unknowingly sending CSLI to telephone 

companies. While a cellphone user is likely to understand that the cellphone must put out a signal 

to receive service, a vast logical leap is required to predict that cellphone companies use this signal 

to maintain extensive and precise records of the individual’s location through CSLI. In light of this 

distinction, GPS location information recorded by YOUBER does not invoke an expectation of 

privacy sufficient to evade the third-party doctrine’s reach. Therefore, the third-party doctrine 

should apply in this case. 

3. YOUBER users have reasonable alternatives to providing location 
information. 

The third-party doctrine is also applicable in this case because users of YOUBER have 

reasonable alternatives to using the app, further rendering their choice to convey their location 

information voluntary. In the case of a cellphone, a user’s location information is logged so long 

as the phone is on and receiving a signal. Carpenter, 138 S. Ct. at 2211. The logical solution for 

those that do not want their location recorded is to turn off their cellphones. However, this Court 

recognized that it is nearly impossible to function in today’s world without a cellphone. See id. at 

2220. As such, this solution is not so logical, after all. This lack of alternatives negates the 

voluntariness of the cellphone user’s sharing of location information with telephone companies. 

Therefore, the third-party doctrine could not be applied. See Carpenter, 138 S. Ct. at 2220.  
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 In this case, however, it is reasonable to expect an individual to find an alternative to using 

YOUBER should they wish to avoid exposing their location to the third party. As examples, 

individuals can use the traditional rental car, take alternative forms of transportation, or seek an 

app that provides transportation absent GPS monitoring. Whereas there are “396 million cell phone 

service accounts in the United States—for a Nation of 326 million people,” there are only 40 

million YOUBER users. Carpenter, 138 S. Ct. at 2211; R. at 22. This staggering difference in 

users demonstrates the stark difference in the pervasiveness of cellphones versus the YOUBER 

app in society and, thereby, citizens’ need for each form of technology. As such, while this Court 

found in Carpenter that the indispensability of a cellphone affects the voluntariness of an 

individual’s exposure of information to third parties, the same conclusion cannot be supported in 

the YOUBER context. See id. Therefore, YOUBER users act voluntarily when conveying their 

location information to a third party. 

4. The limited nature of YOUBER’s records warrants third-party doctrine 
application. 

The records collected and maintained by YOUBER within the ordinary course of business 

are sufficiently limited to warrant this Court’s application of the third-party doctrine in this case. 

Although the historical nature of business records allows officers to look back in time at a suspect’s 

activities without first acquiring a warrant, this has not limited the third-party doctrine in other 

cases. See Johnson v. Duxbury, Massachusetts, 931 F.3d 102, 109 (1st Cir. 2019) (deciding that a 

police department could request private call logs absent a warrant under the third-party doctrine); 

see also United States v. Hood, 920 F.3d 87, 92 (1st Cir. 2019) (applying the third-party doctrine 

to IP addresses); see also United States v. Cormier, 220 F.3d 1103, 1108 (9th Cir. 2000) (finding 

that a suspect does not have a reasonable expectation of privacy to a motel’s guest registration 

records). This Court has expressed concern with the temporal intrusiveness of business records 
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when combined with the personal intrusiveness of location tracking. See Carpenter, 138 S. Ct. at 

2218 (stating that with CSLI technology “[o]nly the few without cell phones could escape this 

tireless and absolute surveillance”); see also United States v. Jones, 565 U.S. 400, 416 (2012) 

(Sotomayor, S., concurring) (expressing concern about historical GPS location tracking of private 

vehicles). However, the technology in this case is distinguished from that of which this Court has 

expressed concern. 

YOUBER’s structure creates sufficient limitations to justify use of the third-party doctrine 

in this case. First, the amount of records available are limited by the nature of rental cars 

themselves. Individuals typically do not use rental cars for daily use; rather, such vehicles are 

typically only needed on trips. As such, the number of times an average individual will use a rental 

car within their lifetime is limited. Of the few times an individual uses a rental car, the time period 

is further limited. In the case of YOUBER, cars cannot be rented for more than seven days. R. at 

23. Therefore, the amount of location information available for a typical rental car user is severely 

limited in comparison to the extensive historical CSLI data gathered by cellphone companies. See 

Carpenter, 138 S. Ct. at 2218. Second, the type of property used in this case is less personal. The 

tracking of an individual’s location while using their cellphone or privately-owned vehicle is much 

more intrusive than recording the location of users in a rental car. See Carpenter, 138 S. Ct. at 

2218; see also Jones, 565 U.S. at 416. Therefore, these records are more akin to the impersonal 

business records seen in other third-party doctrine cases than to the intrusive location data analyzed 

in Carpenter and Jones. See Carpenter, 138 S. Ct. at 2218; see also Jones, 565 U.S. at 416; see 

also Smith, 442 U.S. at 743-44; see also Miller, 425 U.S. at 442.  

Therefore, the third-party doctrine is applicable to the technology in this case. YOUBER 

users cannot claim a reasonable expectation of privacy in the GPS location information collected 
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and maintained by YOUBER because the user voluntarily conveys it to a third party. Under the 

third-party doctrine, the YOUBER user assumes the risk that this information will be shared with 

government agents. As such, there is no reasonable expectation of privacy in these records and 

Detective Hamm did not conduct a search by requesting them. Therefore, officers did not violate 

Petitioner’s Fourth Amendment rights. 

CONCLUSION 

 Respondent respectfully requests that this Court affirm the ruling of the Thirteenth Circuit 

Court of Appeals. First, Petitioner does not have Fourth Amendment standing to object to the 

search of the rental vehicle. The law does not provide that obtaining a rental a vehicle under the 

name of another to avoid detection will give rise to Fourth Amendment protections. This Court 

should confirm that wrongful possession, or subterfuge, in obtaining such a vehicle, does not afford 

an expectation of privacy, nor standing under the Fourth Amendment. Second, Petitioner has no 

cognizable Fourth Amendment claim regarding the acquisition of YOUBER’s records. Under 

well-established jurisprudence, there is no reasonable expectation of privacy in an individual’s 

public movements. Additionally, the third-party doctrine prevents individuals from claiming a 

reasonable expectation of privacy in information voluntarily conveyed to businesses. As such, 

there was no search and, therefore, no Fourth Amendment violation when Detective Hamm 

subpoenaed YOUBER’s records. In conclusion, this Court must affirm. 

Dated:  October 6, 2019   Respectfully Submitted, 
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